


Getting into the cloud is like getting into a swimming pool. 

Some people are toe-dippers.  
They throw some data up into the cloud and declare victory. Never mind that it’s old data that 

nobody really uses. Don’t pay attention to the fact that all the real applications and processes are 

still on-prem. We are in the cloud. Mission accomplished.

Some people are waders.  
They start by moving a few non-critical data sets and applications into the cloud, just to see 

what it’s like. They “lift and shift”. Maybe they assign a small team to poke around and see what’s 

technically possible. But that’s really as far as it goes. Most of the stuff that matters is still in the data 

center. The cloud is nothing more than a forgotten pilot project.

Some people jump into the shallow end. 
They set up a small cloud team, with a mandate to move one critical application or service into the 

cloud. It’s probably something brand new – a process without any legacy technology or migration 

process to speak of. There’s some innovation happening, but it’s contained within a single team.  

The rest of the organization sticks with business as usual.

Some people cannonball – or belly flop.  
They throw business critical applications into the cloud immediately – consequences be damned. 

There’s a cloud team and a DevOps team, but they don’t communicate with the network or 

security people. Things start breaking, but isn’t that exciting? Everyone is trying to “move things 

forward”, whatever that means. We’re innovating here.

Some people dive in headfirst.  
They see cloud as a chance to change the entire business, and build a transition strategy from the 

ground up. Dedicated cloud and DevOps teams are created, with folks from network and security 

operations supporting the change. It’s clear from the beginning that the whole organization is going 

to change, but everyone knows the path forward and the business drivers that make it necessary.
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Why are there so many cloud belly flops?
Of course, the ideal situation is moving to the cloud in a deliberate, focused way. Every CIO wants to plan out a course of action, tie 

changes to concrete business goals, and execute flawlessly to achieve clear metrics.

The reality: Most cloud migrations are cannonballs or belly flops. It isn’t necessarily about ego trips and sharp elbows. Most CIOs simply 

aren’t in a position to execute a cloud program in the “right” way.  

No time: It would be great if we all had time to map out business processes and plan a cloud migration 

accordingly. Almost no CIOs have this luxury. By definition, a cloud migration is going to happen on borrowed 

time, at the last minute, or not at all.

No resources: Today’s lean IT teams are designed to operate without a net. With admins and developers already 

operating at full capacity, cloud migrations are necessarily chaotic and draining. CIOs would love to hire full 

cloud teams, but this isn’t always possible.

Wrong resources: Most IT teams are built for the mission of today, not the mission of tomorrow. The skills gap 

can be a primary reason for a problematic cloud deployment, particularly when the CIO can’t hire anyone new 

or can’t find the right people to make change happen effectively.

Outside pressure: No IT team operates in a vacuum. When resources, prestige, or job security is on the line, 

CIOs sometimes have to move into the cloud before someone else takes control of the process. Often, the 

Board or internal users force the CIO’s hand before the IT organization is truly ready.

Poor technology fit: Sometimes cloud implementation is painful for the simple reason that the old technology 

simply doesn’t translate well. This situation can be a tremendous opportunity for the CIO to be the driver of 

change. It can also mean that the CIO is forcing the business version of a round peg into a square hole.
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Foundations of a Cloud-Ready Network
To paraphrase a Prussian general, “no battle plan ever survives first contact with the enemy.”  

All the best cloud intentions tend to melt away when actual data and applications start to 

move. There are just so many unknown (and unknowable) factors in any cloud deployment 

that it’s impossible to plan for everything. 

How can CIOs prevent cloud-related cannonballs and belly flops? The best any CIO can do 

is have the technology, resources, and people in place to deal with any eventuality. If the 

network is flexible and your team is aligned toward a common goal, the inevitable challenges 

of a cloud deployment will ultimately be solvable. Here are a few areas where strategic 

perspective and a little planning will pay dividends down the road.

Visibility

In order to optimize network performance and deliver critical services to the business, 

infrastructure teams need to understand holistically how the business allocates computing 

resources. This is simple when everything sits in a data center – resources are doled out by 

the infrastructure team directly.

All of this changes in the cloud, where network teams have precious little insight into what’s 

going on. Cloud native services are spun up and down on a whim, without any centralized 

management. In this environment, trying to discover and manage resources across multiple 

clouds and data centers can be a significant challenge.  

The network team will usually encounter this visibility challenge in two ways:

Cloud integration with on-prem networks: Whenever networking components are created 

in the cloud, infrastructure resources are assigned to them. In the absence of a single source 

of truth for assigning those resources across environments, conflicts and outages can quickly 

result. 
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GET THE VISBILITY YOU NEED

Control

To overcome the challenges of a patchwork hybrid cloud infrastructure, network teams 

have to build and manage conditional forwarding rules to bridge the gap between different 

environments. At the scale and speed of many large enterprises, this means thousands of 

conditional forwarding rules. As workloads move and new applications are developed, these 

rules will need to be constantly updated, requiring a lot of admin time to manage.

This creates unmanageable complexity. The rat’s nest of routing and forwarding rules 

requires a single person or small group of experts that actually understand how it was built. 

Suddenly, maintaining these rules becomes a fulltime job, pulling resources away from more 

important things.

Creeping fragmentation of infrastructure services: Maintaining centralized visibility and 

control over core infrastructure resources is critical to error-free, rapid delivery of network 

services across the enterprise. When the cloud creates autonomous areas of the network 

with its own resource base, that centralized system begins to erode, and with it the ability to 

deliver services efficiently and effectively.

Simply imposing change controls on application developers doesn’t work. Even asking these 

teams to document their changes and feed them back to network infrastructure teams will 

be viewed as archaic and bureaucratic.

Yet if it doesn’t happen, infrastructure teams are left with a black hole. They can’t plan or 

properly manage resources across single clouds or hybrid cloud environments. Even worse, 

infrastructure teams are blamed for either “slowing things down” when they insist on visibility 

or “blowing up the network” when cloud or DevOps teams manage to deploy conflicting 

resources in the name of innovation.
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Ordinarily, you’d want to use some kind of automation or orchestration tool to sort out this 

mess. Unfortunately, the core services available in most public clouds don’t extend support 

for automation into on-prem environments or other public clouds. And nobody wants to 

manage separate automation engines for each environment they operate – that’s just more 

trouble than it’s worth.

GET CONTROL OF YOUR NETWORK

Security

Network security is a hard enough task when all the infrastructure is on premises. Moving to 

the cloud introduces even more complications. Suddenly customers are securing information 

in someone else’s data centers, triangulating against someone else’s infrastructure, and 

dealing with someone else’s software running through the network. On top of that, there’s 

that whole class of cloud-specific malware, which takes advantage of the unique architecture 

of the cloud to introduce new security vulnerabilities.

The shared responsibility model used by most public cloud providers offers cold comfort 

for network security teams. On one hand, the sheer scale of resources cloud providers 

devote to physical and data security is beyond what most companies or even governments 

could deliver on their own. On the other hand, cloud customers are on the hook to secure 

everything outside of the cloud provider’s infrastructure – not an easy task by any means.

In an ideal world, cloud and DevOps teams should be able to simply rely on the same on-

prem security architecture in the cloud. Everything would be consistent, and the security 

controls would simply scale into a new environment. In reality, most security teams don’t 

even have visibility into what’s happening in the cloud – actual control over events seems like 

a pipe dream.

SECURE YOUR CLOUD ENVIRONMENT
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Foundations of a cloud-ready IT team
As the cloud transforms networks, it will inevitably transform the IT teams that support it - a 

process Gartner calls NetOps 2.0. Aligning roles and responsibilities to meet the objectives 

of cloud deployments is a necessary part of any cloud deployment strategy. Avoiding a 

cannonball or belly flop scenario requires teams that work together toward a common 

purpose.

The Ripple Effect

Take the DevOps team, for example. For them, the cloud is an ideal environment. They can 

move as fast as they want, constantly standing up new compute, tearing it down, and moving 

workloads at will. The entire cloud environment is built to give them what they want, when 

they want it.

When all of this innovation is happening in the cloud, the consequences on core network 

infrastructure are usually an afterthought. Cloud and DevOps teams use default network 

services furnished by cloud providers, or resources spun up on the fly. They often don’t know 

what that means for the rest of the network, and they probably don’t care. They just want to 

keep moving, no matter what happens on the infrastructure side. In addition, the dynamic 

nature of cloud development introduces risk that need to be managed with consistent 

security policies across the network.

Network administrators, on the other hand, care deeply about the infrastructure 

consequences of the cloud. They’re the ones who have to deal with the back-end chaos that 

results from everything the cloud and DevOps teams do. Cloud and DevOps teams expect all 

this stuff to “just work”. Network teams have to make it work.

Everything the DevOps team does in the cloud also has a significant impact on the security 

team as well. All that compute they’re standing up and tearing down has to be secured.  
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Some of it may have to meet compliance standards. The data it generates should be logged 

and analyzed.

In an on-prem world, the security team would have visibility and control over all these things.  

In the cloud, the security team usually can’t see what’s going on. There are cloud native 

security tools to leverage, but they only focus on the cloud provider’s part of the shared 

responsibility model. The DevOps team doesn’t care that much about security in the end – 

they just want to forge ahead with the task at hand.

The disconnect between DevOps teams and their counterparts on the network and security 

side can quickly devolve into a cannonball or belly flop scenario. The DevOps team sees 

itself as the star of the show, the tip of the spear, the primary driver of innovation across the 

enterprise. As such, they will expect the network and security teams to support them with 

services that are just as timely and all-encompassing as what they find in the cloud.

From the perspective of network and security teams, they are constantly cleaning up the 

back-end chaos that DevOps teams create. They are always playing catch up. On the 

network side, it’s the flood of service requests for resources and the precarious management 

of forwarding rules. On the security side, it’s chasing down log data and securing whatever 

ephemeral resource the DevOps team decides to create on any given day. 
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Aligning resources and teams

There are two ways to avoid the resentment and strife that these ripple effects of a cloud 

deployment will inevitably impose on an IT team moving towards a NetOps 2.0 model.

First, the teams themselves should be organized around the reality of cloud operations.  

Rather than separating out network, security, and development into separate silos, it makes 

more sense to create a matrixed organization organized around business units or goals. This 

avoids the “us versus them” scenario of developers on one side, network and security on the 

other. 

The other part is investing in a network that can actually deliver the visibility, control, and 

security that everyone needs in the cloud. The network should provide resources through 

automation, with the network team controlling parameters through a unified portal.  Security 

teams should be able to easily capture the logs associated with DevOps activities and dump 

them into a SIEM for analysis. Enforcement of security policies should be built into everything 

that happens in the cloud by default.

A successful cloud deployment strategy builds on these mutually reinforcing pieces, ensuring 

coordinated effort through a network designed to handle the unique needs of cloud 

operations.
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BlueCat Adaptive DNS
BlueCat’s mission is to reduce the complexity caused by inefficient, disconnected network services in the cloud through an approach we call Adaptive 

DNS. This approach gives CIOs and their teams the power to thrive in a complex, hybrid cloud world – and not get buried in the avalanche of conditional 

forwarders, disparate network services, and conflicting sources of information.

When it comes to implementing core network services in the cloud, there’s no single architecture that works for everyone. Every network is different, and 

the goals supported by every network vary widely.  A flexible approach is needed – one that doesn’t rely on boxes in the data center or processes which 

separate network and security teams from their development colleagues. 

BlueCat offers the flexible, secure, automation-friendly network that today’s cloud environments and NetOps 2.0 teams demand. BlueCat works on a 

“deploy anywhere” model – in the cloud or at the network edge – with pricing that doesn’t lock buyers into rigid deployment choices.

BlueCat helps CIOs and their teams find the cloud visibility and control they need without disrupting the pace of innovation. We do this by:

BlueCat’s unified platform acts as 

a single source of truth, regardless 

of how or where resources are 

assigned on the network. With 

BlueCat, administrators can extend 

core infrastructure into the cloud 

or integrate it with cloud native 

services. This isn’t necessarily 

an either/or decision, and there 

are several strategies which offer 

different paths to the same goal.  

BlueCat provides the flexibility 

to tackle this issue in the most 

appropriate way.

Using BlueCat’s core network 

services, network and security teams 

get complete visibility into cloud 

operations, as well as the ability 

to apply strong security policies 

uniformly across the enterprise. 

Once a single source of truth for 

core network infrastructure is in 

place, cloud and DevOps teams 

can operate quickly at scale by 

calling on those resources with 

BlueCat’s network automation 

tools and orchestration platforms.  

Self-service provisioning is just 

one example of the value that 

fully integrated infrastructure can 

provide to cloud and DevOps teams, 

giving them the power to get the 

resources they need quickly without 

creating more problems for their 

network infrastructure colleagues.

BlueCat’s network services lower 

costs, enhance user experience, 

and increase efficiency by 

optimizing cloud operations. With 

direct internet access and traffic 

steering, BlueCat cuts through the 

complexity of the cloud, easing the 

management burden on network 

teams.

Enhancing security through 

visibility and control over 

network activity: 

Establishing a consistent 

approach to network 

infrastructure:  

Deploying network 

automation and 

orchestration tools:  

Providing advanced 

network services 

designed for the cloud:  
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Your cloud deployment should be a headfirst 
dive into smooth water, not a disruptive 
cannonball or belly flop.  

BlueCat has the expertise and the experience 
necessary to ensure the seamless transition of 
your network infrastructure into the cloud. 

Contact us today to learn more about how 
Adaptive DNS can move your network forward. 

Want more technical detail? Read BlueCat’s cloud white paper.

United States Headquarters

1000 Texan Trail, Suite #105, Grapevine, Texas 76051

+1.817.796.8370 | 1.833.BLUECAT

Canada Headquarters

4100 Yonge St. 3rd Floor, Toronto, ON, M2P 2B5

+1.416.646.8400 | 1.866.895.6931

bluecatnetworks.com

BLUECAT EXPERT
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https://www.bluecatnetworks.com/resources_doc/whitepaper/using-bluecat-adaptive-dns-in-the-cloud.pdf

